Donald D. Dudenhoeffer (extended biography)

Senior Information Technology Officer (P5), International Atomic Energy Agency

(IAEA) Vienna, Austria (March 2012 — June 2018)

Lead for the IAEA’s computer security program of activities, coordinating an IAEA team and

international experts in supporting 168 Member States in enhancing computer security at

nuclear and other radioactive material facilities. Specific accomplishments include:

- Developed a non-existent program into a recognized world leading program in computer
security guidance and activities for the nuclear sector.

- Engaged international leadership and experts in computer security and nuclear security by
executing over 200 events supporting computer security for Member States.

- Executive editor or major contributor to every IAEA Nuclear Security Series and
technical document for guidance on information and computer security document:

e Nuclear Security Series (NSS) 17 Computer Security for Nuclear Facilities

(contributed as US national expert)

NSS 23-G Security of Nuclear Information

NST036 Computer Security of I&C Systems at Nuclear Facilities

TDL Conducting Computer Security Assessments

TDL Computer Security Incident Response Preparations

NST045 Computer Security for Nuclear Security

NST047 Computer Security Techniques for Nuclear Facilities.

- Led, as the Scientific Secretary, the first ever IAEA conference dedicated to computer
security for nuclear regimes which included: over 700 registered participants from 92
Member States and 16 International Organizations supported by 207 Speakers and
Presentations from 87% of the States with nuclear fuel cycle facilities. (https://www-
pub.iaea.org/iaecameetings/46530/International-Conference-on-Computer-Security-in-a-
Nuclear-World-Expert-Discussion-and-Exchange)

- Led international teams in the creation and development of four international training
courses in computer security for IAEA Member States including:

e Conducting Computer Security Assessments at Nuclear Facilities (1 week)

e Advanced Topics in Computer Security for Nuclear Security Regimes (1 week)
e Computer Security for Industrial Control Systems at Nuclear Facilities (1 week)
e Protecting Computer Based Systems in Nuclear Security Regimes (2 weeks).

- Led the development of four eLearning modules on computer security
(http://elearning.iaea.org/m2/course/index.php?categoryid=104)

e Introduction to Computer Security for Nuclear Security Practitioners
e Nuclear Security Threats and Risks: Cyber Threats

e Securing of Sensitive Nuclear Information (2018 release)

e Conducting Computer Security Assurance Activities (2018 release).

- Personally coordinated, led and lectured over 40 international training courses for
Member State experts in nuclear and computer security.

- Contributing expert to the international nuclear security exercise: Atomic 2012, and
Atomic 2014. Additionally, lead editor of draft IAEA guidance on conducting computer
security exercises as a nuclear security assurance activity.

- Lead information and computer security expert for multiple advisory
missions/assessments for Member States and the IAEA, based on IAEA guidance, 1SO
27000 and international best practices.

- Executive editor and contributing author for the university textbook Cyber Security for
Nuclear Security Professionals, INSEN, Oct 2013.
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Senior Vice President, Priority 5 Holdings, Inc. (May 2008 — March 2012)
Program Manager for development and integration of innovative software designed to assist
security experts and infrastructure managers in event coordination and response.

Project Manager for the Office of the Assistant Secretary of Defense (OASD) Knowledge
Display and Data Aggregation System (KDAS), a situation awareness and consequence
analysis system designed to evaluate critical assets and key resources (CIKR) associated
with the Defense Industrial Based (DIB).

Project Manager for installation of a command and control situation awareness tool for
numerous law enforcement organizations including the Greater Lafourche Parish Ports
Council and the Arizona Counter Terrorism Information Center (ACTIC) in Phoenix, AZ
used by the City of Phoenix for infrastructure management and security during both
planned events and unplanned incidents.

Test Lead and Operator for the Integrated Situation Awareness Visualization
Environment (ISAVE) installed at FEMA National Capital Region. The ISAVE system
was used to support situation awareness and preparedness for the past 3 US Presidential
Inaugurations.

US Patent Holder for “Event prediction using temporal and geospatial precursor
networks.”, Patent number: 9727822 (August 8, 2017)

Assignee: Priority 5 Holdings, Inc.

Inventors: Charles Q. Miller, Allen D. Bierbaum, Donald D. Dudenhoeffer, Anthony J.
McDermott, David M. Miller-Klugman

Department Manager, Human Factors and Nuclear Instrumentation and Control
Department, Idaho National Laboratory (INL) (2007- 2008)

(Scientist/Research Project Lead, 1999 — 2007)

Manager of an outstanding group of 17 researchers in Human Factors, Statistical Analysis,
and Nuclear Instrumentation and Control at the Idaho National Laboratory, a Department of
Energy National Laboratory. Relevant projects while at the INL:

Lead author of the collaborative effort: “Technology Roadmap on Instrumentation,
Control, and Human Machine Interface to Support DOE Advanced Nuclear Power Plant
Programs,” developed for Tom O’ Connor, DOE Program Manager. This DOE roadmap
identified technology gaps and presents a path forward for integration of Human Factors
and 1&C technologies/research for Generation IV reactor systems. This was a Level 2
DOE Milestone.

Program Manager and developer of the “Critical Infrastructure Interdependency
Modeling & Simulation,” which examined the relationships and interdependencies
between critical infrastructure networks. The project involved developing a simulation
model to examine the relationships between networks especially in the presence of natural
disaster and or terrorist attack. The CIMSuite Tool set was nominated by the INL for a
2007 R&D 100 Award and won the 2007 Idaho Innovations Award. Additionally, the
copyrighted CIMS technology has been commercially licensed. CIMSuite was the 2007
winner of the Idaho Innovation Award.

Project Team Member for the National SCADA Testbed Program and Co-Lead for a
commercial SCADA System assessment. My role included developing cooperative
research agreements with major SCADA vendors in the United States and assistance in
developing the programmatic and project execution plans for evaluating SCADA designs.
This included coordinating red-team members while conducting vulnerability assessments
for UNIX/ Windows based SCADA networks.

Project Team Member for the Control System Security Program Evaluation Project. This
project sponsored by the National Cyber Security Division (NCSD) of the Department of
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Homeland Security, was a survey of current research efforts by government and academia
in the field of control system security. | was responsible for collecting and analyzing
information from a subset of institutions. This included direct contact and open source
research. The findings were published in an external INEEL report to DHS titled:
“Evaluation of Control System Security-Related Programs,” (2004) INEEL/EXT-04-
02131.

COMMANDER (O5) Retired, United States Naval Reserve

United States Naval Officer serving for over 26 years, 12 years active duty as a Submarine
Officer and 14 years in the US Naval Reserves in multiple Command positions.
Qualifications include nuclear engineering and nuclear weapons safety/security.
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